U.S. Department of Defense
Standards of Conduct Office

2025 SENIOR EMPLOYEE POST-GOVERNMENT
EMPLOYMENT RESTRICTIONS

Purpose: This document summarizes the Government ethics rules that may impose restrictions
on your employment after departure from the Department of Defense (DoD).

Application: For purposes of these restrictions, General and Flag Officers; Presidential
Appointees confirmed with the advice and consent of the Senate (PAS); and civilian personnel
whose rate of base pay is at or above 86.5% of the basic rate for Executive Schedule Level 11
($195, 231 in CY 2025).

Legal Notice: This information identifies statutes and regulations that restrict or otherwise
affect activities of DoD personnel after they leave Government service. This information is a
summary of the rules and is not intended to be legal advice. Departing personnel should consult
with their local ethics official(s) for advice concerning their specific situation. For OSD
personnel only - contact the Standards of Conduct Office (SOCO) at (703) 695-3422 or by
e-mail at OSD.SOCO@MAIL.MIL.

Advice from ethics officials with respect to these matters is advisory only and is provided in
accordance with 5 C.F.R. § 2635.107 and 41 U.S.C. § 2104. Ethics officials are acting on behalf
of the United States Government, and not as your personal representative. No attorney-client
relationship is created.

I. REPRESENTATIONAL RESTRICTIONS AFTER LEAVING DOD (18 U.S.C. § 207)
A. One Year Cooling-Off Period: Agency Representational Ban
Simplified Rule: For one year after leaving a senior position, an official may not

represent someone else, with the intent to influence, before the official’s former agency
regarding any official action.

Rule: For a period of one year after leaving a senior position, former senior officials may
not make any communication or appearance on behalf of any other person, with intent to
influence official action, before any officer or employee of the agency or agencies in which the
official served within one year prior to leaving the senior position, in connection with any matter.
18 U.S.C. § 207(c).
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Definitions:

e Senior officials: General and Flag Officers; PAS; and civilian personnel
whose basic rate of pay is at or above 86.5% of the basic rate for
Executive Schedule Level II.

e Agency:
o For PAS — agency means all of DoD, (i.e. OSD, Military Departments,
and DoD Agencies).

o For all other senior officials’ — agency means any of the following
components in which the official served one year before leaving the
senior position: OSD, the Military Departments, DISA, DIA, DLA,
NGA, NRO, DTRA, NSA, and DARPA. For General and Flag
Officers assigned outside of their Military Department during their last
year, the term agency also includes both the component where
assigned and the officer’s Military Department. For the purpose of
this restriction, OSD is comprised of the DoD entities listed in the
chart attached to the end of this handout.

Example #1: An Army general who retires after spending his last tour of
duty at DSCA will have a one-year cooling-off period with regard to all of
OSD and the Army. For purpose of this restriction, DSCA is part of OSD.

Example #2: An Army general who retires after spending his last tour of
duty at NRO will have a one-year cooling-off period with regard to NRO
and the Army. NRO is not part of OSD for purposes of this restriction.

For Secretary of Defense Only: A two year ban prohibits communications or appearances
before all DoD personnel and any official appointed to an Executive Schedule position listed in 5
U.S.C. § § 5312-5316. 18 U.S.C. § 207(d).

B. Personal Participation: Lifetime Representational Ban

Simplified Rule: After you leave Government service, you may not represent someone
else to the Government regarding particular matters involving specific parties that you worked
on while in Government service. This ban remains for the lifetime of the particular matter.

Rule: A former Government officer or employee may not knowingly, with the intent to
influence, make any communication to or appearance before an employee of the Executive or
Judicial branches of the U.S. Government, on behalf of another person or entity in connection
with a particular matter involving a specific party or parties, in which the officer or employee
participated personally and substantially while employed as a Government employee and in
which the United States is a party or has a direct and substantial interest. 18 U.S.C. § 207(a)(1).

! General and Flag Officers and civilian personnel whose basic rate of pay is at or above 86.5% of the Executive
Schedule Level II.
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Definitions:

o Particular Matter Involving Specific Parties: Any judicial or other proceeding,
application, request for a ruling or other determination, contract, claim,
controversy, investigation, charge, accusation, arrest or other particular matter
involving a specific non-Federal party or parties in which the United States is a
party or has a direct and substantial interest. Such a matter typically involves a
specific proceeding affecting the legal rights of the parties or an isolatable
transaction or related set of transactions between identified parties. For example,
a procurement may be a particular matter, but it might not become one involving
specific parties until prospective or actual contractors are identified.

o Particular Matters of General Applicability Not Covered. Legislation or
rulemaking of general applicability and the formulation of general
policies, standards, or objectives that are narrowly focused on the interests
of a discrete and identifiable class of persons are not particular matters
involving specific parties.

o Specific parties at all relevant times. The particular matter must involve
specific parties both at the time the official participated as a Government
employee and at the time the former official makes the communication or
appearance, although the parties need not be identical at both times.

e Personal participation means that you are directly participating in the matter or
that you are actively directing one or more of your subordinates in their
participation. Your participation does NOT have to be outcome determinative.

o Substantial participation means that the DoD official’s involvement is of
significance to the matter. Participation may be substantial even though it is not
determinative of the outcome of a particular matter. It requires more than official
responsibility, knowledge, perfunctory involvement, or involvement on an
administrative or peripheral issue. A finding of substantiality should be based not
only on the effort devoted to a matter, but also on the importance of the effort.
While a series of peripheral involvements may be insubstantial, the single act of
approving or participating in a critical step may be substantial. If you are merely
responsible for reviewing the matter for compliance with administrative or
budgetary considerations, you are not substantially involved.

Example #1: A DoD official approved a specific university's grant application for a DoD
research initiative. The former DoD official may not represent the university in relation
to that grant as it is a particular matter involving specific parties in which the former DoD
official participated personally and substantially as a DoD official.
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Example #2: A DoD official performed certain feasibility studies for a possible
procurement of a missile system. At the time the official was involved in the matter,
DoD had not identified any prospective vendors. After the official left, DoD issued a
request for proposals to construct the new system. The former DoD official now seeks to
represent one of the offerors in connection with this procurement. Section 207(a)(1) does
not prohibit the official from doing so. The procurement was not a particular matter
involving specific parties at the time of the official’s participation because specific parties
had not yet been identified.

Example #3: A former DoD employee participated personally and substantially in the
development of a policy establishing new safety standards that affect military aircraft
manufacturers. While the policy is a particular matter of general applicability that is
narrowly focused on the interests of a discrete and identifiable class of persons, non-
Federal persons cannot be a “party” to a DoD policy. Therefore, it is not a matter
involving specific parties, and Section 207(a)(1) would not prohibit the former employee
from representing a non-Federal entity back to the Government in connection with this

policy.
C. Official Responsibility: Two Year Representational Ban

Simplified Rule: For two years after leaving Government service, you may not represent
someone else to the Government regarding particular matters involving specific parties that you
did not work on yourself, but were pending under your responsibility during your last year of
Government service.

Rule: For two years after the termination of Government service, a former DoD official
may not knowingly, with the intent to influence official action, make any communication to or
appearance before an employee of the Executive or Judicial branches of the U.S. Government,
on behalf of another person or entity in connection with a particular matter involving a specific
party or parties, in which the United States is a party or has a direct and substantial interest, and
which the former DoD official knows or reasonably should know was actually pending under the
former DoD official’s responsibility within the last year of DoD service. 18 U.S.C. § 207(a) (2).

Definitions: See the preceding section for the definitions of particular matter involving
specific parties and personal and substantial participation.

o Official Responsibility means direct administrative or operating authority to
approve, disapprove, or otherwise direct, Government actions. For instance, all
particular matters involving specific parties under consideration in an agency are
under the official responsibility of the agency head. It also includes a supervisor
at any level having responsibility for the actions of a subordinate employee who
actually participates in a matter. Official responsibility for a matter is not
eliminated through a recusal or avoidance of personal participation in a particular
matter involving specific parties.
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Example: A DoD supervisor owned stock in Company A and was recused from
participating in matters that could affect the financial interests of Company A. During
the last year of the supervisor’s DoD service, a subordinate personally and substantially
participated in a contract with Company A. After retirement, the former DoD official is
still subject to the Section 207(a)(2) two-year representational ban with regard to that
contract. (If the supervisor personally directed the subordinate in participating in the
contract, the supervisor would be subject to the Section 207(a)(1) “lifetime”
representational ban.)

D. Trade or Treaty Assistance: One Year Representational Ban

Rule: For a period of one year after leaving Government service, former employees or
officers may not knowingly represent, aid, or advise someone else on the basis of covered
information, concerning any ongoing trade or treaty negotiation in which the employee
participated personally and substantially in his or her last year of Government service. 18 U.S.C.
§ 207(b).

Definitions:

o Trade negotiations are those undertaken pursuant to the Omnibus Trade and
Competitiveness Act of 1988 (19 U.S.C. § 2902).

o Treaties are international agreements that require the advice and consent of the
Senate.

e Covered information means agency records accessible to the employee but
exempt from disclosure under the Freedom of Information Act.

E. Assistance to Foreign Government: One Year Advice Ban

Rule: For a period of one year after leaving a senior position, former senior officials may
not knowingly aid, advise, or represent a foreign government or foreign political party, with the
intent to influence any officer or employee of any Federal department, agency, or Member of
Congress. Unlike most other representational bans, this one does not permit behind-the-scenes
assistance to a foreign government or political party AND the representation prohibition applies
to all branches of the Federal Government. 18 U.S.C. § 207(f).

F. Exceptions to Representational Bans

There are exceptions to the restrictions of 18 U.S.C. § 207. For specific guidance,
consult an ethics counselor.

Common exceptions include:
e Acting on behalf of yourself, not another
e Acting on behalf of the U.S. Government.
e Aiding, advising, and representing certain international organizations with prior

DoD Standards of Conduct Office
Rev. January 2025



Secretary of State certification.

Making statements based on special knowledge, if unpaid. (§ 207 (c), (d), and (e)

only)

Senior officials are not prohibited from representing state or local governments,

hospitals, medical research organizations, or degree-granting institutions of higher

learning, when making representations on those institutions’ behalf. (§ 207 (c),
(d), and (e) only)

The lifetime and senior official representational bans do not apply to

communications that furnish scientific or technological information with prior,

published certification by the Secretary of Defense. (§ 207 (a), (c) and (d) only).

Subject to limitations, certain testimony under oath is exempt from the

prohibitions of 18 U.S.C. § 207.

G. Penalties and Injunctions

A violation may subject you to imprisonment for not more than five years, a criminal or
civil fine, and a court order prohibiting you from engaging in the conduct in the future.

II. SECTION 1045 OF THE NDAA FOR FY 2018

Simplified Rule: This statute prohibits former senior officials from participating in

lobbying activities with respect to DoD.

Rule: Effective December 12, 2017, Congress enacted additional post-Government
employment restrictions for senior officials departing DoD after that date. Section 1045 restricts
lobbying activities with respect to DoD by certain senior officials. Departing flag and general
officers and senior civilian equivalents are prohibited from lobbying covered executive branch
officials in DoD or covered executive branch officials outside of DoD pertaining to a matter with
respect to DoD. The duration of the restrictions varies by seniority, as described below.

Duration:

Military officers in grades O-9 and O-10 and senior civilian equivalents
(SES/NCSES/DISES at tier three and above and PAS officials) departing service
after December 12, 2017 — Two years after date of retirement or separation.
Military officers in grades O-7 and O-8 and senior civilian equivalents
(SES/DISES at Tiers one and two) departing service after December 12, 2017 —
One year after date of retirement or separation.

Definitions:

Lobbying activities with respect to DoD means:

o Lobbying contacts and other lobbying activities with covered executive branch
officials outside of DoD pertaining to a matter with respect to DoD. Some
behind-the-scenes assistance is prohibited.
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o Lobbying contacts with covered executive branch officials in DoD. Behind-
the-scenes assistance is not prohibited.

o Covered executive branch officials: the President, Vice President, any officer or
employee in the Executive Office of the President; PAS officials; O-7 and above;
Non-Career SES; and Schedule C. Career SES are not covered executive branch
officials for purposes of applying the restrictions in Section 1045.

o Covered executive branch officials in DoD: Has the same meaning as covered
executive branch officials, but does not include the President, Vice President, or
any officer or employee in the Executive Office of the President.

e A matter with respect to DoD: A matter in which DoD is an identifiable party,
such as contract or litigation proceedings. A matter is not considered to be with
respect to DoD simply because DoD may benefit from or be affected in some way
by the matter.

For purposes of the restrictions in Section 1045, separate agency components pursuant to
Part 2641.302 of Title 5, Code of Federal Regulations do not apply. Exceptions to the
representational bans referenced above in Section F, are also applicable to the Section 1045
restrictions. For a more detailed explanation of this post-Government employment
restriction, see DoD Instruction 1000.32, “Prohibition of Lobbying Activity by Former
Senior Officials.”

III. PROHIBITED COMPENSATION (18 U.S.C. § 203)

Rule: Former DoD officials are prohibited from sharing in any compensation for
representational services before the Executive and Judicial Branches of the Federal Government,
rendered personally or by another, at a time when the former employee was still employed by the
DoD. This prohibition may affect former DoD officials who share in the proceeds of a
partnership or business for representational services that occurred before the official left DoD.
Examples of such representational activities include lobbying, consulting, and legal
representation.

IV. PROCUREMENT INTEGRITY ACT COMPENSATION BAN (48 C.F.R. 3.104-3(d))

Rule: For a period of one year after the applicable designated date, a former official
may not accept compensation from a prime contractor that has been awarded a competitive or
sole source contract in excess of $10 million, if the former official served or acted in any of the
following capacities:

Capacity:
e Procuring contracting officer;

e Source selection authority;
e Member of source selection evaluation board; or
e Chief of financial or technical evaluation team.
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Designated Date:

e If'the official served in one of the positions listed above on the date the contractor
was selected, but not on the date of award of the contract — the date the contractor
was selected is the designated date.

e If'the official served in one of the positions listed above on the date of award of
the contract — the date of award is the designated date.

Capacity:
e  Program Manager or Deputy Program Manager for an Acquisition program

e  Administrative Contracting Officer

Designated Date:
e The designated date for the above positions is the last date of service in the
position.

Capacity:
e Personally made any of the following decisions:

o To award contracts, subcontracts, or modifications of contracts or
subcontracts, or task or delivery orders in excess of $10,000,000;

o To establish overhead or other rates valued in excess of $10,000,000;

o To approve issuance of a contract payment in excess of $10,000,000;

o To pay or settle a claim in excess of $10,000,000.

Designated Date:
e The designated date for the above positions is the last date of service in the
position

Definitions:

e Compensation includes wages, salaries, honoraria, commissions, professional
fees, and any form of compensation, provided directly or indirectly for services
rendered. Compensation is indirectly provided if it is paid to an entity other than
an individual, specifically in exchange for services provided by the individual.

o A $10 million contract is determined by the following:

o Value or estimated value at the time of award of the contract, including all
options;

o Indefinite-delivery/indefinite quantity or requirements contract - total
estimated value of all orders at the time of award under a contract;

o Any multiple award schedule contract, unless contracting officer documents a
lower estimate;

o Basic Ordering Agreement - value of delivery order, task order or order under
a basic ordering agreement;

o Claims - amount paid or to be paid in settlement of claim;

o Estimated monetary value of negotiated overhead or other rates when applied
to the Government portion of the applicable allocation base.
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Exception: This restriction does not prohibit an official from working for another division
or affiliate of the contractor, provided such division or affiliate does not produce the same or
similar products or services as the division or affiliate responsible for the contract in which the
official was involved.

V. RESTRICTIONS FOR RETIRED MILITARY PERSONNEL AND RESERVISTS
A. Foreign Employment

Rule: The Emoluments Clause of the U.S. Constitution prohibits retired military
personnel and reservists from receiving pay from Foreign Governments without Congressional
authorization. This may extend to receipt of pay from a U.S. contractor or subcontractor for
providing services to a Foreign Government and profit sharing at any commercial firm or
business. In 37 U.S.C. § 908, Congress has authorized the Secretary of State and Secretary of
the appropriate Military Department to approve such receipt of pay. Each Military Service has
implementing procedures for this approval process. The penalty for violating the Emoluments
Clause is forfeiture of retired military pay received during the period of the violation. Foreign
Governments may include educational and commercial entities that are substantially owned or
controlled by foreign governments.

B. Employment During Transition Leave
1. Holding a civil office in state or local government: While on active duty (including

transition leave) military officers are prohibited by 10 U.S.C. § 973(b) from holding a "civil
office" with a state or local government.

2. Civilian position in the U.S. Government: Military personnel on transition leave are
authorized to accept a civilian position, career, or non-career, in the U.S. Government and
receive the pay and allowances of that position as well as their military pay and allowances. (5
U.S.C. § 5534a)

3. While on transition leave, military personnel are still active-duty service members,
and the restrictions that apply to them while on active duty still apply. For example:
e Restrictions on political activities.
e Restrictions on outside employment. If permission prior to engaging in outside
employment is required, that requirement will most likely carry over to transition
leave. Check with your supervisor.

4. Restriction on representing others to the Federal Government: During transition leave:
e Military officers may not represent anyone before an agency or court of the
Federal Government, with or without compensation, on a matter in which the
United States is a party or has a substantial interest. 18 U.S.C. §§ 203, 205.
Enlisted members are not subject to 18 U.S.C. §§ 203 or 205.
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o For example, military officers may not interact or appear on behalf of their
non-Federal employer before Federal employees — whether or not in a
Federal workplace. Being present in a Federal workplace on behalf of a
non-Federal employer is a representation, with limited exceptions.
Military officers on transition leave may work for a non-Federal employer,
but only "behind the scenes" at the non-Federal employer’s office, or
otherwise away from the Federal workplace.

VI. REQUIREMENT TO REQUEST AN OPINION (FY2008 NDAA, SECTION 847)

If a DoD official will be receiving compensation from a defense contractor within two
years of leaving DoD, the DoD official is required to request a written opinion regarding the
applicability of the post-Government employment restrictions to the activities s/he will undertake
on behalf of the defense contractor. This requirement applies to any DoD official who
participated personally and substantially in an acquisition with a value in excess of $10M and
who serves or served in: (1) an Executive Schedule position; (2) a Senior Executive Service
position; (3) a general or flag officer position; or (4) in the position of acquisition program
manager/deputy program manager, procuring contracting officer, administrative contracting
officer, source selection authority, member of the source selection evaluation board, or chief of a
financial or technical evaluation. The DoD official must obtain this written opinion prior to
accepting compensation from the contractor.

VII. SECTION 304 OF THE NATIONAL SECURITY ACT OF 1947 (50 U.S.C. §
3073A)

DoD officials who occupy a “covered intelligence position” (as defined in the National
Security Act of 1947) may be subject to reporting requirements and other restrictions that limit
the support they are permitted to provide to the government of a foreign country after departing
Federal service. DoD ethics officials do not make determinations concerning the applicability of
these provisions. DoD officials are advised to reach out to the appropriate DoD Security Office
to obtain additional guidance.

VIII. ADMINISTRATIVE REMINDERS

A. Financial Disclosure Report: A DoD official who is a Public Financial Disclosure
Report (OGE 278) filer must file a Termination report not later than the 30 days after separation.
If the DoD official files more than 30 days late, the DoD official is subject to a $200 late filing
fee. In addition, if a DoD official knowingly and willfully fails to file this report, the DoD
official will be referred to the Department of Justice which could result in imposition of
substantial civil penalties in excess of $50,000.

e Note: No Termination report is required if the official goes to another Federal
public financial disclosure filing position within 30 days.

B. Use of Nonpublic Information: Even though a DoD official has left Federal service,
s/he still may not use nonpublic information to further his/her own private interests, or those of
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another, including the DoD official’s non-Federal employer. Nonpublic information includes
classified information, source selection data, information protected by the Privacy Act,
proprietary information, information protected by the Trade Secrets Act, and other information
that has not been made available to the public and is exempt from disclosure.

C. Accepting a Buy-Out: If a DoD official accepted a buy-out or separation payment,
s/he has re-employment restrictions. Please contact your personnel office if you are unsure of
those provisions.

D. Questions? Individuals should contact their local ethics official for information
pertaining to the individual’s specific circumstances. For OSD personnel only - contact the
Standards of Conduct Office (SOCO) at (703) 695-3422 or by e-mail at
OSD.SOCO@MAIL.MIL.
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OSD 18 U.S.C. § 207(c) “Cooling-Off” Limitations
Applicable to all senior DoD officials, except PAS appointees*
Not applicable to Section 1045 restrictions

Separate Designated DoD Components before
whom you may appear:

Remaining DoD/OSD entities before whom you
may not appear:

Defense Advanced Research Project Agency
Defense Information Systems Agency
Defense Intelligence Agency

Defense Logistics Agency

Defense Threat Reduction Agency
Department of the Air Force
Department of the Army

Department of the Navy

National Geospatial-Intelligence Agency
National Reconnaissance Office
National Security Agency

NN N N N N N SR N NN

x

Army-Air Force Exchange Service
Armed Services Board of Contract Appeals
Defense Acquisition University
Defense Commissary Agency
Defense Contract Audit Agency
Defense Contract Management Agency
Defense Finance and Accounting Service
Defense Innovation Unit
Defense Health Agency
Defense Human Resources Activity
Defense Media Agency
Defense Microelectronic Activity
Defense POW/MIA Office
Defense Counterintelligence and Security Agency
Defense Security Cooperation Agency
Defense Strategic Capabilities Office
Defense Technology Security Agency
DoD Education Activity
Chairman, Joint Chiefs of Staff (Joint Staf¥)
x  Africa Command
Central Command
Cyber Command
European Command
Northern Command
Pacific Command
Space Command
Special Operations Command
Southern Command
Strategic Command
x Transportation Command
Missile Defense Agency
National Defense University
Office of DoD Inspector General
Office of the Secretary of Defense
White House Military Office
Washington Headquarter Services
Uniformed Services University of the Health
Sciences

X X X X X X X X X X X X X X X X X X%

X X X X X X X X X%

X X X X X X %

* Applies to “senior” personnel whose rate of basic pay is at or above 86.5% of the rate of Executive Schedule
Level II, except appointees that are Presidentially-appointed and Senate confirmed (PAS). For PAS officials,
the one year cooling-off ban extends to all of DoD, meaning all Military Departments and the other DoD

components listed above.
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